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1 Introduction

1.1 Executive Summary

All activities of an organization involve risk. Managing risk is done by identifying it,
analysing it and then evaluating whether the risk should be modified by risk treatment in
order to satisfy their risk criteria. This document shows a standardised way for achieving

this in an industrial environment.

With the publication of the Pressure Equipment Regulations Revision 2, Regulation 17
included a new guidance note (j) for the operation of systems commissioned before July

2009. Regulation 17 guidance note (j) states:

“f an existing installation commissioned before July 2009, is not designed and
constructed to the requirements of SANS 329 as published at that time, the user shall
determine that the equipment is designed, maintained, inspected, tested, and operating
in a safe manner. Safe operation and maintenance shall be ensured by procedures,

documented and enforced, to address all deviations to the requirements of SANS 329.”

In order to facilitate verifiable and validated determinations (documented as per SANS
347 requirements) that equipment commissioned prior to July 2009 is “designed,
maintained, inspected, tested, and operating in a safe manner” addressing “all
deviations to the requirements of SANS 329”, an existing standardised method is

proposed for determining such deviations.

When implemented and maintained in accordance with this proposed method, the
management of deviations enables an organization to encourage proactive
management of such deviations and improve the identification of threats and
opportunities. Added benefits could also be to improve corporate governance, thus

improving stakeholder confidence and trust.
1.2 Document Purpose

The purpose of this document is to give a high-level overview of a proposed method,
based on current industry practice, to identify gaps of existing installations’ protective
systems to those required by safety standards, specifically SANS 329. This method is
intended to be for users, as defined in the PER, to demonstrate documented procedures

that is enforceable as required. This will facilitate the SANS 347 requirement to have
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documentation that is verifiable and validated, ensuring that users and third parties know

what is expected from them and provides consistency in the application of the clause.

The methodology proposed here will be based on the concept of a Safety Life Cycle as
mandated by SANS 329. Methodologies will be consistent with the design of protective
systems as per EN 50156-1 of the current SANS 329, but expand on that and use the
current working draft of SANS 329 where I1ISO 13577-4 is stipulated for the design of
protective systems.

In particular the design requirements of ISO 13577-4 for protective systems Method B, C
or D will be used to demonstrate that the overall safety of the system is not reduced, but

meets or exceeds the intended requirements of SANS 329.
1.3 Document Overview

Section 1 identifies the document and describes the general objectives.
Section 2 identifies any referenced documents.

Section 3 will give a summary of the Safety Lifecycle requirements of SANS 329 and how
that relates to guidance note (j) of the PER.

Section 4 will give a summary of the risk assessment as required by SANS 329 and how
that can be used as a basis for identifying possible gaps with the requirements of SANS
329.

Section 5 will give a summary of requirements determining if gaps are present.
Section 6 will give a summary of accepting or taking further steps to address gaps.

For the purposes of this document Protective System and Safety Instrumented System

has the same meaning.

Where reference is made to Guidance Note (j), it means Pressure Equipment Regulations
Rev 2, Regulation 17 Guidance Note (j).

The term gap has the same meaning as deviation in this document.
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2 Referenced Documents

2.1 Standards and Specifications

Ref. Document Document Description
Number
Functional Safety of Electrical / Electronic / Programmable
1 IEC 61508 Electronic Safety Related Systems
2 IEC 61511 Functional Safety: Safety Instrumented Systems for the Process
Industry Sector
3 Act No 85 of | Occupational Health and Safety Act - Regulations of the Republic of
1993 South Africa
Guidance Notes to the Pressure Equipment Regulations July 2009
4 PER Department of Labour Occupation health and safety Act, 1993
Revision 2
Industrial thermoprocessing equipment — Safety Requirements for
5 SANS 329 : .
combustion and fuel-handling systems
Electrical equipment for furnaces and ancillary equipment — Part 1:
6 EN 50156-1 . o . ; .
Requirements for application design and installation
) Industrial furnace and associated processing equipment — Safety —
! SO 13577-2 Part 4: Combustion and fuel handling systems
8 ISO 13577-4 Industrlal furnqce and associated processing equipment — Safety —
Part 4: Protective Systems
9 1SO 13849-1 S.afety of mac_hmery - Safety-related parts of control systems — Part
1: General principles for design
Safety of machinery — Functional safety of safety-related electrical,
10 IEC 62061 : .
electronic and programmable electronic control systems
11 SANS 347 Cat_egorlzatlon and conformity assessment criteria for all pressure
equipment
12 SANS 1461 | Major hazard installation — Risk assessments
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3 Designed, Maintained, Inspected, Tested and Operating in
a Safe Manner — Or How | Learned to Stop Worrying and

Start Loving the Safety Lifecycle

“f an existing installation commissioned before July 2009, is not designed and
constructed to the requirements of SANS 329 as published at that time, the user shall
determine that the equipment is designed, maintained, inspected, tested, and operating
in a safe manner. Safe operation and maintenance shall be ensured by procedures,

documented and enforced, to address all deviations to the requirements of SANS 329.”

Section 3 will detail correlation of the Safety Lifecycle Requirements of SANS 329, to the
requirements of PER Regulation 17 guidance note (j).

SANS 329 ed. 2 SANS 329
Working Draft ed. 3
(Adoption of ISO 13577)
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Figure 1: Method for Identifying Safety Requirement Deviations
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The objective of a safety life cycle is to provide a systematic, documented and planned

3.1 Objective of the Safety Lifecycle

approach to ensuring compliance with safety requirements and for validating that safety
requirements (protective systems) operate as intended over the complete life cycle of

such safety requirements.

When implemented and maintained in accordance with this proposed method, the
management of deviations enables an organization to encourage proactive management
of such deviations and improve the identification of threats and opportunities. Added
benefits could also be to improve corporate governance, thus improving stakeholder
confidence and trust. These methods could be applied in other areas of the organization
to establish a reliable basis for decision making and planning, improving operational
efficiency and enhancing health and safety performance, as well as environmental

protection.

It can be seen from Figure 2 that the lifecycle starts at concept stage and includes all
activities up to and including decommissioning. As the life cycle is all encompassing it
must include all design, maintenance, inspection, testing and operating steps to ensure
safety requirements and functions are adhered to. Whenever a modification or retrofit is
planned and executed the relevant steps in the lifecycle is completed and redone

ensuring safety is not compromised based on original requirement allocations.

From the objectives and requirements stated in Guidance Note (j) it can be seen that the
Safety Lifecycle as required in SANS 329 aligns with the intention of validating that
installations are maintained and operated safely.
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Figure 8 — Safety lifecycle model for application, design and installation of a protective system

Figure 2: Safety Lifecycle of a protective system (Figure 8 from EN 50156)
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3.2 Applicable Safety Lifecycle Steps for Modifications and Retrofits

The minimum steps that would be required to identify deviations would be to conduct a
risk review with protective system requirement allocations as per SANS 329 and National
Legislative Requirements for installations commissioned before July 2009. This risk
review together with SANS 329 protective system requirement allocations will then form
the baseline to evaluate if existing safety measures reduce, meet or exceed the allocated

requirements.

4 Risk Assessments and Protective System Requirements

Allocation

The objective of the risk review is to establish what consequences there are if a
hazardous event should occur, how frequently and what the probability of an occurrence
is. By following a methodical planned approach as outlined by the relevant standards in
Figure 1 benchmarks can be set by the risk review team in a repeatable, verifiable

manner.
4.1 Risk Review Summary

For specific details on conducting risk reviews and safety requirement allocations, both
ed. 2 and ed. 3 of SANS 329 have detailed information and examples, but only SANS
329 ed.3 (ISO 13577) is summarised here. It is important to note that in order to conduct

a successful risk review there are some key parameters that need to be established as

per Figure 3.
\
Frequency and duration of C.2.3.4.1
exposure Fr
Risk related to - C23.4
. e Severity of the Probability of occurrence ofa  C.2.3.4.2 Probability of
the identified | = . and |, . >
hazard possible harm azardous event r occurrence of
" - that harm
Se Probability of avoiding or C.2.343
limiting harm Av
J

Figure C.1 — Parameters used in risk estimation

Figure 3: Figure C.1 from ISO 13577-4 summarising parameters used in risk estimation.
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Guidance on the estimation of parameters can be found in the relevant safety standards

with relevant examples (Annex C of ISO 13577-4 has numerous examples).

As can be seen from Figure 3 for existing installations required reduction in risk can be
achieved through documented procedures by enforcing a reduction in frequency and
duration of exposure; the probability of occurrence or the probability of limiting or avoiding
the harm. Reduction in Severity of the harm is typically not something that can be

achieved only with procedures.

Once the risk has been identified the required level of performance for the individual
safety requirements can be established, either being a Performance Level or a Safety

Integrity level.
4.2 Hazard and Risk Analysis

1) The risk review team should be multidisciplinary and representation from different
organisational roles is required. For instance, operators, maintenance, installation,
commissioning and design team members. The team should be competent to
discharge their duties at the risk review.

2) Protective system standards recommend that a facilitator is identified that can
guide the team in a planned and systematic way through the risk review for each
safety requirement.

3) Documentation of safety requirement allocations is required, in other words to
what safety integrity level or performance level should the protective system

function.
4.3 Risk Parameters

Risk parameters are the consequences of safety requirements failing to function as
intended and thus resulting in hazardous events. Consequences of the hazardous event

could be:

1) Minor injury (on site first aid required);
2) Serious permanent or disabling injury (for example, off site treatment at a hospital;
losing a finger or an eye) to one or more persons or death to one person,;

3) Death to more than one person;

Rev01
Page 11 of 14



r

Other consequences relating to the environment or economic losses to the company
could also be identified as risk parameters as these could have a major impact on the
ability to continue to operate the facility as well. Due to this it is generally good practice

to evaluate environmental and economic impact.

It is important that owners of installations should established risk parameters appropriate
for their industry and before conducting risk reviews for specific installations. The
machinery safety standards (ISO 13849 and IEC 62061) have relevant information on the
establishment of risk parameters or the process safety management concept of as low
as reasonably possible as detailed in SANS 1461 (similarly in IEC 61511) could be
adopted. Examples of both methods are presented in ISO 13577 suit of standards and

their references.

5 Verification of Existing Protective Systems

Verification of existing verification methods must be done by calculating the probability of
failure of that protective system as prescribed in the relevant safety standard as per figure

Figure 1.
5.1 Calculating Performance Level or Safety Integrity Level achieved

In Figure 4 an example protective system is shown.

Sensor: Logic solver: Final element:
pressure switch safety relay automatic shut-off valve _
IEC 60730-2-6 SIL 3/PL e capable 150 23551-1 (gas)
150 23550 150 23553-1 (oil)

Final element:
automatic shut-off valve
150 23551-1 [gas)
1SD 23553-1 (oil)

NOTE1  This figure shows one loop as an example for when applying 4.2.2 Method B.

NOTEZ2  Safety function: minimum pressure monitoring.

Figure E.3

Figure 4: Example protective system from I1SO 13577-4
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Probability of failure from certified failure rate data received from the manufacturer; 1ISO
13849; OREDA or similar is used to calculate the achieved Performance Level or Safety
Integrity Level of a given protective system to protect against a given hazardous event
as defined during the risk review and safety requirement allocation.

The achieved Performance Level or Safety Integrity Level is calculated for the entire loop
and not just a single component. There it is the entire loop’s achieved level that will be

compared to the level allocated.

6 Deviations to requirements of SANS 329 — Gap Sign Off

The existing protective systems that is under consideration to meet or exceed the SANS
329 safety requirement safety integrity level, should be verified and compared to the

safety requirement allocation.
6.1 Identification of Deviations

For example, if an existing installation has a protective system that shuts off the
equipment in the event of low gas pressure and this protective system is calculated as
SIL 1, but the risk review and safety requirement allocation process assigned the low gas
pressure requirement as SIL 2, a deviation is present. However, if the existing function is
calculated as SIL 2 or higher, the safety requirement is met or exceeded. This then needs

to be done for each safety requirement identified as part of the risk review.

Typically, as per Guidance note (j), by enforcing existing procedures the hazard that is
identified can either be mitigated or the frequency and duration of exposure sufficiently
reduced that all the safety requirements are met or exceeded thus equivalence has been
proved, if not, a deviation is present that either needs to be addressed as per Guidance

note (j) or be modified or retrofitted with the SANS 329 requirement.
6.2 Sign Off

Recommendations to address the identified deviations, must be signed off by the owner
(typically GMR 2.1) of the installation once implemented. Only when all deviations have
been proven equivalent, a SANS 329 COC can be issued.
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By following the equivalency methodologies illustrated above it can be seen that a

7 Conclusion

verifiable procedure can be implemented and validated, to address deviations to SANS

329 safety requirements of installations commissioned before July 2009.

Those accountable for ensuring that risk is effectively managed within an organization as
a whole or specifically that of equipment regulated under PER Regulation 17 will have a
documented and verifiable methodology to take credit for existing procedures or

identifying gaps to safety requirements.

This is a cost-effective method to mitigate risk on legacy installations, versus a retrofit

installation.
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